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B OTHOLWEHUN 06paboTKnM NEPCOHANbHBIX AAHHbIX B MO)’ «[1C «3Be3a04Ka»,
dunnane MAAOY «/[1C «3se3pouka» «Co3sesane»

i OBLWWE NONOXEHNA

1.1. TepMmuHbl 1 onpeaeneHns

MNepcoHanbHblie AaHHble - Nbas uHopmaums, OTHOCALAACA K NPAMO WA
KOCBEHHO ONpeAeneHHoOMYy Wan  onpeaensemMomy  (usnyeckomy nuuy (cybbexty
NepcoHaNbHbIX AAHHbIX).

Oneparop - rocyAapCTBEHHbIA OpraH, MyHUUMNaIbHbI OpraH, pMANYECKOe nan
thn3mueckoe Lo, CaMOCTOATE/IbHO NI COBMECTHO C APYrMMN inliamMmn OpraHunsytolimne
n (MnK) ocywecTensolme 06paboTky NEPCOHa/bHBIX AaHHBIX, & Takke onpeaenaowme
uenn o6paboTkn NePCOHaNIbHbIX A@HHbIX, COCTAB NEPCOHA/IbHBIX AAHHBIX, NOANEXALLNX
o6paboTke, agencTeua (onepayuu), copepiaemble C NepcoHasbHbIMN AaHHbIMA.

O6paboTka NepcoHasbHbIX [aHHbIX - /Niloboe AeiicTeue (onepayuns) wnu
COBOKYNHOCTb [AEWUCTBWIA (Onepauuil), CoBepwaembix C WUCNO/b30BaHWEM CPEACTB
asTomarusauum uam 6e3 McnoNb3oBaHusA Taknx CPeAcTB C NepcoHasibHbIMU AAHHBIMW,
BKnoyas c60op, 3anucb, CUcTeMaTM3auuio, HakonjeHuwe, XpaHeHwe, YTOYHeHWhe
(o6bHOBNEHNME, N3MeHeHue), n3BneveHue, ncnonb3oBaHune, nepepavy
(pacnpocTpaHenve, npegoctasneHue, [AocTtyn), obesnnunsaHve, 6nokupoBaHue,
yAaNeHne, YHUYTOXEeHWEe NepcoHaNbHbIX AaHHbIX.

ABTOMAaTU3MpOBaHHan 06paboTka nNepcoHasibHbiX  AaHHbIX - obpaboTka
NepcoHaNbHbIX AaHHbIX C MOMOLLBIO CPEACTB BbIYUC/IMTE/IbHOW TEXHUKM.

PacnpocTpaHeHne nNepcoHabHbIX [aHHbIX - AEWCTBUA, Hanpas/ieHHbIe Ha
packpbITUE NEPCOHANbHbIX AaHHbLIX HEONPEAE/IEHHOMY KpYry vl

MpeaoctasneHne NepCoHasIbHbIX AaHHbIX - AEWCTBUA, Hanpas/EHHbIE Ha
pacKkpbITUE NEPCOHANbHBIX A@HHbLIX ONPEAENEeHHOMY MLy Ui ONpeaeNeHHOMY Kpyry
nuu,.

BnokMpoBaHMe NepcoHasibHbIX AaHHbIX - BPEMEHHOEe npekpalieHne 06paboTkn
NepcoHasbHbIX JaHHbIX (38 UCKIIOYEHMEM Cnyyaes, ecnim 06paboTka Heobxoanma AN
YTOYHEHUA NEPCOHANbHbIX AAaHHBIX).

YHUUTOXEHWE MEepPCOHasIbHbIX AAHHbIX - AEACTBUA, B pe3ynbTate KOTOpbIX
CTAHOBUTCS HEBO3MOXHbIM BOCCTAHOBWUTL COAEPXaHME NEepPCOHa/IbHbIX AaHHbIX B
WH(DOPMALMOHHON CUCTEME NEPCOHA/bHBIX AAaHHbIX U (MW) B pesynbTaTte KOTOPbIX
YHUUTOXAIOTCA MaTepuanbHblie HOCUTEIN NePCOHANIbHBIX AAHHBIX.

O6e3nmunBaHne NepcoHasbHbIX AAaHHbIX - AEWCTBUS, B pedynbrare KOTOpbIX
CTAHOBUTCA HEBO3MOXHbIM 6€3 WCNoNb30BaHUA AONONHUTENLHOW  MHGopmayun
onpeaemMTb  NPUHAANEXHOCTb  NEePCOHa/IbHbIX  AAHHbIX  KOHKPETHOMY cybbekTy
NepCoHaNIbHbIX AaHHbIX.

MHbopMaymoHHass  cuctema  NepcoHasibHbiX  AaHHbIX - COBOKYNHOCTb
copepxaumxcs B 6azax [aHHbIX NEPCOHa/IbHbIX AaHHbIX W obecneynsarowmnx nx
06pab0oTKy UH(POPMALMOHHBIX TEXHO/IOTMIA N TEXHUHECKNX CPEeACTB.



TpaHcrpaHuyHas nepegada nepcoHanbHbiX AaHHbIX - Nepegada NnepcoHasbHbIX
A@HHbIX HA TEPPUTOPUID MHOCTPAHHOTO rOCYAAPCTBA OpraHy BNACTW WHOCTPAHHOIO
rocyaapcTsa, MHOCTPAHHOMY (DU3NYECKOMY /LY WM WHOCTPAHHOMY HOPUANYECKOMY
nuuy.

1.2. HazHauyeHve v npaBoBasi OCHOBA AOKYMEHTA

Monutnka MALOY «AC «3se3pouka» (aanee — MALOY) onpeaensiet cuctemy
B3rNA40B Ha npobnemy obecneyeHns 6e30NacHOCTU NEPCOHasbHbIX AAHHbIX W
npeacrasnseT coboi cuctemaTuanpoBaHHOE U3NI0XKEHWE Lenein n 3ajay 3aluTsl, Kak
OAHO WM HECKONbKO npaswi, nNpoueayp, NPakTM4Yeckux NPUeMoB W PYKOBOAALLUX
nNpUHUMNOB B 06nactn nHopmaymoHHon 6e30nacHOCTH, KOTOPbIMM PYKOBOACTBYETCS
AAMUHUCTPaAUMA B CBOEIN AEATENbHOCTU, a Takke OCHOBHbIX NPUHUMNOB NOCTPOEHUSA,
OpraHn3aunoHHbIX, TEXHONIOMMYECKUX W  NPoueaypHbIX acnekToB obecnevyeHus
6e30nacHOCTM  NepcoHaslbHbIX  AAHHLIX. 3akoHOAATEeNIbHOW OCHOBOW HAaCTOSILEWN
Monutukn asnaoTca KoHCTuTyums Poccuitickoin ®eaepauunn, MpaxaaHckuia, YroNnoBHbIN
n TpyAoBOiA KOAEKCHI, PeaepanbHbiii 3aKoH 0T 27.07.2006 Ne 152-®3 «O nepcoHasibHbIX
AaHHbIX», ®PepepancHbii 3akoH OT 06.10.2003 Nel31-®3 «O6 06wmx npuHUMNax
opraHu3aumm MecTHOro camoynpasneHusi B POCCUIACKO deaepauun» 3akoHbl, yKasbl,
NOCTAHOB/IEHNSA, APYrMe HOPMATUBHbLIE AOKYMEHTbI AEUCTBYIOWEro 3akoHoAaTeNbCTBa
Poccuiickoin ®epepauymmn, aokymeHTbl PCTIK n ®CE Poccun.

Ncnonb3oBanne paaHHOW [1ONNTUKM B KA4yeCcTBE OCHOBbI A1 NOCTPOEHUA
KOMNNEKCHON CcucTembl MHPOPMALNOHHOW 6e30NacHOCTN NEPCOHasIbHBIX AaHHbIX MAOY
NO3BO/IUT ONTUMU3NPOBATL 3aTpaTbl HA €€ NOCTPOEHKe.

Mpu paspabotke [MONAUTUKM YUUTBIBA/IUCb OCHOBHbIE NPUHLUUNLI  CO3AAaHUSA
KOMNNEKCHbIX cuctem obecneyeHms 6e30nacHOCTU MHOpMaunn, xapakTepuctTuku u
BO3MOXHOCTU OpraHn3aunoHHO-TEXHUYECKMX METOA0B U COBPEMEHHbIX annaparHo-
NPOrpamMMmHbIX CPEeACTB  3aWuTbl W NPOTUBOAEWCTBMA  yrpo3am 6e30nacHoCTH
nHhopmaymu.

OcHoBHblE NONOXEHMA [MONMTUKM 6a3nPyOTCSA Ha Ka4yeCTBEHHOM OCMbICNEHUN
BONPOCOB 6€e30nacHOCTU MH(hopMauun U He 3aTtparmBaloT BONPOCOB IKOHOMWUYECKOro
(KONMYeCTBEHHOro) aHam3a pucKoB U 060CHOBaHUS HEOOXOAUMbIX 3aTpaT Ha 3awuTy
nHopmaymu.

2. OBbEKTbI SAWLNTbI

OCHOBHbIMM OOBEKTAMM CcUCTEMbI 6E@30NacHOCTN NEPCOHa/IbHbIX AAHHbIX B
MALQY saBnaTCA:

- MH(hOpMAUMOHHbIE pecypCbl C OrpaHUYeHHbIM  A0CTYNOM, coAaepxalue
NepcoHasibHbIe AaHHbIE,

- npoueccbl 06paboTkn NepcoHasIbHbIX AAHHbIX B MH(OPMALMOHHOW cucTeme
NepcoHaNbHbIX AaHHbiX MALOY, WH(OPMALUMOHHBIE TEXHONOMMKU, pernameHTbl u
npoueaypbl cbopa, 06paboTkn, XpaHeHua wn nepepadn uHpopmauun, nepcoHan
paspaboTunKoB 1 NONL30BATENE CUCTEMbI U ee 06CNYXNBAIOLLNIA NepcoHan,

- uHopmaumoHHan wHpPacTpyKTypa, BkIuYalowas cuctembl 06paboTkn u
aHanu3a wuHgopmauun, TexHUYeckue W nporpaMmHble cpeactea ee  06paboTku,
nepegayn un 0oTobGpaxeHusi, B TOM 4ucne KaHanbl WH(OPMaUMOHHOrO obmeHa wu
TENEeKOMMYHUKALMKN, CUCTEMbI W CpeacTBa 3auwuTbl  MHGOPMauMK, OO6BLEKTbI W
NOMELWEHNA, B  KOTOPbIX PacnoNoXeHbl TexHuyeckue cpeactsa 06paboTku
NepPCOHaNbHbLIX AAHHbIX.

8 LUENN 1 3AAAYN OBECNEYEHWNA BE3ONACHOCTW NEPCOHAJIbHbBIX
OAHHbBIX
3.1. HTepecs! 3aTparmBaembix Cy6bLEKTOB MH(POPMALMOHHBIX OTHOLLEHWIA



Cybbektamn MHOPMALMOHHBLIX OTHOWEHWIA npu obecnevyeHun 6e30nNacHOCTU
nepcoHasbHbIX AaHHbix MALOY aBnaTCA:

- PYKOBOACTBO U cOTPyAHMKM MALIOY, B COOTBETCTBUN C BO3/IOKEHHBIMW HA HUX
hyHKUMAMN.

MepeyncneHHble CyobekTbl MH(POPMALMOHHBIX OTHOLEHWA 3auHTepecoBaHbl B
obecneyeHun:

- CBOEBPEMEHHOro A0CTyna K HeobxoAnMbIM UM NEepPCcOoHasNbHbIM AAHHBIM (KX
A0CTYNHO3CTW);

- [OCTOBEPHOCTM  (NONHOTBLI, TOYHOCTW,  aAeKBaATHOCTW,  LE/IOCTHOCTW)
NepCcoHaNbHbIX AAHHbIX;

- KOH(PMAEHUMANTBHOCTK (COXPAHEHUA B TaHE) NePCOHa/IbHbIX [aHHbIX;

- 3aWwmTbl OT HaBA3LIBAHUA WM  NIOXKHbIX (HEAOCTOBEPHbLIX, WCKaKEHHbIX)
NepPCOHasIbHbIX AAaHHbIX;

- pasrpaHuyeHusi OTBETCTBEHHOCTU 3a HapyweHus ux npae (MHTEPEcoB) U
yCTaHOB/IEHHbIX Npasu/1 obpaueHns ¢ NnepcoHasibHbIMU AaHHbIMK,

- BO3MOXHOCTW OCYLECTBNEHUA HENPEepbIBHOIO KOHTPONA W ynpasneHus
npoueccamn 06paboTkmn n nepegayn NepcoHasIbHbIX AAHHBIX;

- 3aWMTbl NEPCOHANbHbIX AaHHbIX OT HE3AaKOHHOIO PacrnpoCTPaHeHUs.

3.2. Uenv 3awmrhbl

OCHOBHOI UeNbl, Ha AOCTWKEHWEe KOTOPO HanpasNeHbl BCE MNONOXEHUA
HacTosawen MoNnTukn, ABNAETCA 3almTa CyObLEeKTOB MH(OPMAUMOHHBLIX OTHOLUEHWUIA
MALAQY 0T BO3MOXHOIO HAHECEHUSt UM MaTtepunanbHOro, (hnuanyeckoro, MopasibHoro un
nHoro yuiepba, nocpeacTBOM CNy4aniHOro wan npeHamepeHHoro BO3AEWCTBUA Ha
NepcoHasbHble AAHHbLIE, UX HOCUTENN, Npouecchl 06paboTkn n nepeaayn.

YKkazaHHaa uenb A[oCTUraeTcs nocpeactsoMm obecneyvyeHnss . NOCTOSAHHOrO
noaaepXxaHus cneayoumx CBOUCTB NEPCOHasIbHbLIX AaHHbIX:

- [OCTYNHOCTU MEepcoHaNbHbIX AAHHLIX ANA  NeranbHbiX NONb30BaTeNen
(ycTonumBoro (hyHKUMOHMPOBaHUS MHopMauymoHHbix cuctem MALOY, npu KOTOPOM
NONb30BATE/IMN UMEKOT BO3MOXHOCTbL NONYYEHUS HEOOXO0AUMbIX NEPCOHANbHbIX AaHHbIX
N pe3ynbTaToB peleHns 3a4a4 3a NpuemMnemoe A1s HUX BPpems);

- LeNOCTHOCTM WU ayTEeHTUYHOCTW (NOATBEPXKAEHWE aBTOPCTBA) NEPCOHA/IbHbIX
[aHHbIX, XpaHUMbIX U obpabaTbiBaembix B WH(pOPMaUMOHHBLIX cuctemax MALOY u
nepegasaemoil N0 KaHasnam CBA3W,

- KOH(PMAEHUMANBHOCTM - COXpPaHeHus B TaiHe OonpeaeneHHon 4actu
NepcoHasibHbIX AAHHbIX, XPaHUMbIX, obpabarbiBaembix 1 nNepeaasaemMbix NO KaHanam
CBA3N.

Heobx0AnMbIA YPOBEHbL AOCTYNHOCTW, LENOCTHOCTU U KOH(UAEHUNANIBLHOCTH
nepcoHasIbHbIX AaHHbIX 0b6ecneuynBaeTcs COOTBETCTBYIOWMMN MHOXECTBY 3HAYUMbIX
yrpo3 metogamun u cpeacTsamu.

3.3. OcHOBHbIE 3apaun cuctembl obecnevyeHnsi 6€30NacHOCTU NepcoHasIbHbIX
[AaHHbIX

[Na NOCTWKEHUA OCHOBHOM LIENN 3alnTbl 1 06ecneveHns ykasaHHbIx CBOMCTB,
NepCcoHaNbHbIX /AaHHbIX cuctema obecneyeHns WHGOPMaLMOHHOK BGe30nacHOCTK
MALOY pomkHa obecneymsatb 3(p(hekTMBHOE peleHne cneayowmnx 3agay:

- CBOEBPEMEHHOE BbISIBNEHWE, OLUEHKa W MPOrHo3vpoBaHWe WCTOYHWKOB Yrpo3
UHOPMALMOHHOK 6E30NacHOCTW, NPUYUH U YCNOBUIA, CNOCOOCTBYIOLMNX HAHECEHWIO
yuiepba 3aMHTepecoBaHHbIM CyGbekTaM MHGOPMALMOHHBIX OTHOLEHWA, HapyLIeHWIo
HOPMA/ILHOTO (PYHKLMOHUPOBAHWUA MHHOPMALMOHHBIX cuctem MALOY;



- CO3aHne mexaHu3ma onepaTMBHOIO pearmpoBaHus Ha yrposbl 6€30nNacHOCTM
UH(POpMAaLIMN U HETaTUBHbLIE TEHAEHLUMK;

- CO3faHue yCcnoBui AN MUHUMMU3AUMK WU NOKaIM3aLMM HAHOCMMOrO yulepba
HENPaBOMEPHbLIMU  IGNCTBUAMKN  (PU3NYECKMX W IOPUANYECKUX Nul, ocnabnexune
HeraTMBHOrO B/MSAHUA U NUKBMAAUWUA NOCNEACTBUMIA  Hapywexus 6e30nacHOCTy
nHopmaumu;

- 3aWunTy OT BMELWarenLcTsa B nNpouecc PyHKUMOHMPOBAHUA MH(DOPMALMOHHBIX
cuctem MAZIOY nOCTOPOHHUX Nui (AOCTYN K MHOPMAaUMOHHLIM pecypcam A0/HKHbI
UMETb TO/IbKO 3aperncTpMpoBaHHbIe B YCTAHOBNEHHOM NOPAAKE NONb30BaTE NN);

- pasrpaHuyeHne aoctyna nosib3osaresnieil K MHPOPMaLMOHHbLIM, annapaTHbIM,
NporpaMmHbIM 1 UHbIM pecypcam MALOY (BO3MOXHOCTb A0CTyna TONbLKO K TeMm
pecypcam W BbINONHEHUS TONBLKO Tex onepauuii ¢ HUMW, KOTOpble HEeobXoAnMbI
KOHKPETHbIM NONb30BaTENAM [A/15 BbINO/IHEHUSA CBOUX CNYXebHbIX 06513aHHOCTEeNR), TO
€CTb 3aumTy OT HeCaHKUMOHMPOBAHHOIO A0CTYNa,;

- obecneyeHne  ayTeHTU(pMKauMm  nonb3oBartenein,  yyacTBylWMX B
MH(POpMaLMOHHOM 06MeHe (NoATBEPXKAEHUE NOA/IMHHOCT OTNPABUTENSA U NONyYaTeNs
nHhopmaumn); '

- 3aWuTy 0T HecaHKUMOHMPOBAHHOW  moaubukaumn, UCNoNb3yembiXx B
nHopmaunoHHbIX cuctemax MAAOY NporpaMmmMHbIX CPEACTB, a Takke 3aunTy CUCTEMbI
OT BHEIPEHUS HECAHKLMOHMPOBAHHBLIX NPOrpamm, BKIKYasn KOMNbIOTEPHbLIE BUPYCHI;

- 3aWmTy MHopMauum orpaHNYeHHoOro NOMbL30BaHUS OT YTEYKN N0 TEXHUYECKUM
kaHanam npu ee o6paboTke, xpaHeHUn 1 nepeaaye no KaHanam CBA3W.

3.4. OCHOBHbI€ NYTUN peLleHns 3a4a4 CUCTEMbI 3aLnTbl

MocTtaBneHHble OCHOBHbLIE LENN 3aumTbl U pPEeLEeHne Nepeyvync/IeHHbIX Bbllle
3aaay AocTurarTes:

- CTPOrMM Yy4eToM BCEX NnoAnexawmx 3awmurte pecypcoB WUHMOPMALUOHHBIX
cuctem MAAOY (uHcbopmauwn, 3agadv, AOKYMEHTOB, KaHas/loB CBA3W, CEepBepos,
aBTOMaTU3MPOBaHHbIX pabounx mecr);

- OKypHasl [AENCcTBMIA nepcoHana, OoOCywecTBiawwero obcnyxuwsaHve u
MoAnMKaLMIO NPOrpaMMHbIX U TEXHUYECKUX CPeACTB MH(DOPMALMOHHOW CUCTEMBI;

- NONHOTON, peasibHOW BbINONIHUMOCTLIO U HENPOTUBOPEYMBOCTLIO TpeboBaHWUi
OpraHu3aLMoHHO-pacnopaanTebHLIX  AOKYMEHTOB  [lenaptameHta no Bonpocam
obecneyeHns 6e30nacHOCTN nHhopmaumm;

- NOATOTOBKOW  [IO/DKHOCTHbIX /L, (COTPYAHMKOB), OTBETCTBEHHbIX 3a
opraHuM3auuMio U OCyUWeCTB/NIeHNe MNpakTUYeCKUXx MeponpuaTuii no  obecneyeHunio
6e30nNacHOCTN NePCOHasbHbIX AaHHbIX U NPOLECCOB MX 06paboTku;

- HaAENeHWem  Kaxaoro  CoTpygHuka  (nosb3oBatens)  MUHUMANIbHO
HEOOX0AUMBIMX - ANA  BbINONIHEHUS WM CBOMX  (DYHKUMOHANbHBLIX 06si3aHHOCTEN
NONTHOMOYMAMU NO AOCTYNY K MHPOPMALMOHHBLIM pecypcam MALOY;

- YEeTKUM 3HaHWeMm W CTporum cobnwageHnem BCemMu Nnonb3oBaTesIaMu
nHhopmauymoHHbix cuctem MALOY TpeboBaHuii opraHM3aunoHHO-pacnopaANTENbHbLIX
[IOKyMEHTOB N0 BOnpocam obecneyeHns 6e3onacHoCTn nHopmaumm,

- NepPCOHa/IbHON OTBETCTBEHHOCTLIO 3@ CBOW AEWCTBUS KAXKAOro COTPYAHWUKA, B
pamkax cBonX (PyHKLMOHANNbHbIX 06A3aHHOCTER MMEIOLWEro A0CTyN K MHChOpPMaLMOHHbIM
pecypcam MAAOY;

- HenpepbIiBHbIM  NOAAEPXAHMEM HEOO6X0AMMOro YpPOBHS  3aWMUIEHHOCTH
anemeHToB nHopmauynoHHon cpeasl MAAOY;



- NPUMEHEHNEM (DU3NYECKUX N TEXHUYECKNX (NPOrpaMMHO-annaparHbix) CpeacTs
3alMTbl PECYPCOB CUCTEMbI U HENPEPbIBHON afMUHUCTPATUBHOW MNOAAEPKKON WX
NCNONb30BAHUA,

- 3(heKTMBHLIM  KOHTpPONeM  Haj  cobnoaeHvem  nonb3osarTensimu
nHhopMaLMoHHbIX pecypcos MAZIOY TpeGoBaHuii no obecnevyeHnto 6e3onacHocTy
nHcpopmaymu,

- IOPUANYECKOI 3awmToi nHTepecos MAAOY npu B3aumMoAENCTBAN C BHELLHAMW
opraHuzaumsmm  (CBSi3aHHOM C  OOMEHOM  NepcoHaNbHbIMW  AdHHbIMK) - OT
NPOTUBONPABHbLIX AEWCTBUN, Kak CO CTOPOHbI 3TUX OpraHusauui, Tak wu OT
HECaHKLIMOHNMPOBAHHbIX ANCTBUIA 06CNYXNBAKOLWErO NEPCOHANa n TpeTbnx Nn.

4. OCHOBHBIE NPUHLINMbI NOCTPOEHUA CUCTEMbI BE3ONACHOCTU
NEPCOHANbHbIX AAHHbBIX

MocTpoeHne cucTembl, obecnevyeHus 6e30nacHOCTM NepPCcoHasIbHbIX AaHHbIX
MAOY, n ee (YHKUMOHUPOBAHUE AO/MKHBI OCYLECTBAATLCA B COOTBETCTBMM CO
cneayloummMmn OCHOBHBLIMW NPUHLMNAMM:

- 3aKOHHOCTb;

- CUCTEMHOCTb;

- KOMNNEKCHOCTb;

- HENPEepPbIBHOCTb;

- CBOEBPEMEHHOCTb;

- NPEEMCTBEHHOCTb U HENPEPbLIBHOCTL COBEPLUEHCTBOBAHUS,
- pasymHas 0CTaTO4HOCTb (IKOHOMUYECKan LeNecoobpasHoCTb);
- NnepcoHaNbHasi OTBETCTBEHHOCTb;

- MMHUMU3ALUS NOSTHOMOYWIA,

- UCKNKOYEeHMe KOH(hIMKTa NHTEPECOB,

- B3aUMOAENCTBME N COTPY/AHNYECTBO;

- TMBKOCTb CUCTEMbI 3ALLUTHI;

- OTKPLITOCTbL ANFOPUTMOB Y MEXAHW3MOB 3aLNTbI;

- NPOCTOTa NPUMEHEHUs CPeACTB 3alUTbI;

- 060CHOBAHHOCTL M TEXHUYECKan peann3yemocTb;

- cneynanusaums n npogeccrnoHan3m,

- 0653aT€/1bHOCTb KOHTPONA.

4.1. 3aKOHHOCTb

Mpeanonaraet OCYLECTB/IEHNE 3aLUNTHBIX MEPONPUATWIA U pa3paboTky CUCTEMbI
6e30nNacHOCTN NepcoHasnbHbIX AaHHbix MAZIOY B COOTBETCTBUM C AEWCTBYIOWMUM
3aKoHOaTeNbCTBOM B 06/1acTy 3auiuTbl NEPCOHANIbHBLIX AaHHbIX, a Takke ApYyrux
3aKoHoZaTe IbHbIX akToB no 6e3onacHocTn uHpopmauum P®, C npumeHeHnem BCeX
NI03BONEHHbIX METOA0B 0GHApYKEHUA W NpeceyeHns npasoHapyweHuin npu pabore ¢
NEePCOHANbHLIMU AaHHbIMU. MPUHATBLIE MEPbl 6E30NACHOCT NEPCOHA/IbHbLIX AAHHbIX HE
[I0/DKHbI NPENATCTBOBATL AOCTYNY NPAaBOOXPaHUTE/IbHbLIX OPraHoB B NPeAyCMOTPEHHbIX
3aKOHOAATEe/IbCTBOM CNy4asx.

Bce nonb3osatenu wuHopmaumoHHon cuctembl MALOY  A0/MKHBI  UMETH
npeactasneHne 06 OTBETCTBEHHOCTW 3a npaBOHapylleHus B 06nactu 06paboTkn
NepcoHaNbHbIX AAHHbIX.

4.2. CUCTEMHOCTb



CuUCTEMHBIA NOAX0A K NOCTPOEHWUKD CUCTEMbI 3awmTbl MH(hopmayumn B MALOY
npeanonaraeT yyeT BCeX B3auMOCBA3aHHbIX, B3aUMOAENCTBYIOLMX U U3MEHSAIOLLMXCS BO
BPEMEHWN 3/1IEMEHTOB, YCNOBWUIA MU (DAKTOPOB, 3HAYUMbBIX A1 NOHUMAHUA U PeLLUeHUs
npo6nembl o6ecneveHnss 6e30nacHOCTN NePCOHaNbHbLIX AaHHbIX.

Mpw co3gaHnn CUCTEMbI 3aLMTbl A0/KHBI YUUTbIBATLCA BCE cnabble n Hambonee
yA3BUMbIE mMecTa MHopmaymoHHbix cuctem MAZLOY, a Takke xapaktep, BO3MOXHbIE
00beKTbl W HanpaeNeHnss arak Ha Hee CO CTOPOHbl Hapywwutenen (0CoO6eHHO
BbICOKOKBA/IM(PUUMPOBAHHBLIX  3M10YMbILWEHHUKOB).  Cuctema  3aumtbl  [O/DKHA
CTPOMTBLCA C YYETOM HE TONbKO BCEX W3BECTHbIX KaHaNOB MNPOHUKHOBEHUS W
HEeCaHKUMOHUPOBAHHOIO A0CTyna K WHgopmauunm, HO U C Yy4eTOM BO3MOXHOCTK
NOABNEHUS NPUHLMNNANIBLHO HOBLIX NyTE peanu3ayum yrpo3 6e30nacHocTu.

4.3. KOMNNEeKCHOCTb

KomnnekcHoe wucnonb3oBaHue METOoA0B W CpeAacCTB 3alnTbl KOMNbIOTEPHbIX
cucTtem  npegnonaraeTt cornacoBaHHoe npuMeHeHue pasHOpPOAHbLIX CcpeacTs  npw
NOCTPOEHWN LENOCTHON CUCTEMbI 3alnTbl, NEpekpbiBalouleil BCE CyuleCTBEHHbIE
(3HauMMBbIe) KaHanbl peanu3aumu yrpo3 n He cogepxauiein cnabbix MECT Ha CTblKax
OTAENbHbIX €€ KOMNOHEHTOB. 3awmra J0/HkKHA CTPOUTLCA ILESIOHNPOBAHO. BHELWHAS
3aumTta AosnkKHa obecneuymBaTbCs (bIA3MLleCKMMVI cpeacrteamun, opraHnsaynoHHbIMU U
npasoBbIMKN Mepamn.

4.4, HenpepbIBHOCTb 3aluUThl

Ob6ecneyeHne 6e30nNacHOCTM NEepCcoHasibHbIX  AaHHbIX - npouecc,
ocywecTensiembli  pykosoacteBom MAZLOY, agMuHUCTpPaTtopoMm 6e30nacHoCTv
NH(OPMALMOHHOW CUCTEMbI U COTPYAHUKAMU BCEX YPOBHEN. 3TO HE TONbKO U He
CTONLKO Mpoueaypa Wam NoamnTuka, KoTopas OCyLLecTBNSIeTCA B OnpeaeieHHbIN
OTPEe30K BPEMEeHU WAN COBOKYNHOCTL CPeACTB 3alWuTbl, CKOMIbKO npouecc,
KOTOPbIA AO/MKEH NOCTOSIHHO MATU Ha BCEX YPOBHAX BHYTPM MAZIOY, 1 kax/abli
coTpyaHuk MALOY AonkeH npuHUmaTh yyactue B 3Tom npouecce. [leatenbHoCTb
no o6ecnevyeHnto MHHOPMAaLMOHHON 6€30NacHOCT ABNAETCA COCTABHOW YacTbio
nosceaHeBHon aesitensHocTn MALIOY. U ee ah(hekTMBHOCTL 3aBUCUT OT y4acTus
pykosoactea MAJOY B obecneyeHnn WH(OPMaLUOHHOW BGe3onacHoCTy
nepcoHasbHbIX AaHHbIX.

Kpome TOro, 60/bWUHCTBY (PU3NYECKNX U TEXHUHECKUX CPEACTB 3auuTbl ANS
a(hheKTUBHOrO  BbLINONHEHUA  CBOUX  (PyHKUMIA  Heobxoguma  NOCTOAHHasA
opraHusaumMoHHas (agmuHucTpatuBHas) noaaepxkka (CBOeBpeMeHHasi CMeHa WU
obecneyeHne  NPasUNbHOTO  XPAHEHWs W NPUMEHEHWA  UMEH,  Napone,
nepeonpeaeneHue noaHoMouuin u T.n.). MNepepbiBbl B paboTe CPeACcTB 3auuTbl MOryT
ObITb MCNONL30BaAHbLI 3/M10YMbIWNEHHUKAMU AN aHann3a NpPUMEHAEMbIX MEeToA0B U
CPEACTB 3aWuTbl, AN BHEAPEHWA CneuyuasibHbiX NPOrpaMMHbIX W - annapaTHbIX
"3aKknanok” n Apyrux cpeacTs npeoAoNeHns 3aunTbl.

4.5. CBOEBPEMEHHOCTb

MpeanonaraeT ynpexaawwmuii xapaktep mep obecneyeHns 6e30nNacHOCTy
NEPCOHa/bHbIX [l@HHbIX, TO €CTb MNOCTAHOBKY 3ajay no KOMMN/IEKCHOW 3awuTte
NepCcoHaIbHbIX AaHHbIX U peanusayunio mep obecneyeHns 6e30nacHoOCTU NEPCOHANbHbIX
[l@HHbIX HAa paHHWX CTaausix paspaboTkn WHOPMAUMOHHBIX CUCTEM B LE/IOM U WX
CUCTEM 3aLMTbI, B YHACTHOCTW.

Pa3paboTka CUCTEMbI 3alnTbl 4O/DKHA BECTUCH NapannenbHo ¢ pa3paboTKoii v
pa3BUTMEM CaMOW 3auimuiaemMoin MHOPMAaUMOHHOW CUCTEMBI. DTO NO3BO/IUT y4eCTb
TpeboBaHua 6€30NacHOCTV NPU NPOEKTUPOBAHUM apXUTEKTYpPbl U, B KOHEYHOM CHETE,



co3patb 6onee adhdekTmBHbIe (kak NO 3arparam pecypcos, Tak M NO CTOWKOCTW)
cucTembl, 06nagaroLme 4oCTaTOuHbIM YPOBHEM 3aLLNLEHHOCTW.

4.6. NpeemCcTBEeHHOCTb U COBEPLUEHCTBOBaHWNE

Mpegnonaraet NOCTOAHHOE COBEPLUEHCTBOBAHWE Mep W CPeAiCcTB  3aliuTbl
NepPCcoHaNbHbIX AAHHbLIX HA OCHOBE NPEEMCTBEHHOCTN OPraHn3aunOHHbIX U TEXHUYECKNX
peLeHunii, KaapoBOro cocTasa, aHanmsa (PyHKUMOHMPOBaHUS MH(OPMALMOHHBIX CUCTEM
MAAOY v cuctembl ee 3aumTbl C y4eTOM U3MEHEHNIA B METOAaX N CpeacTBax nepexsara
nHopMaumm, HOpMaTUBHLIX TPebGoBaHUIA NO 3aluTe, A0CTUTHYTOr0 OTEYECTBEHHOIO U
3apybexxHoro onbiTa B 310N 06nacTu.

4.7. PazymHas 4OCTaTOMHOCTL (3KOHOMMUYECKan LenecoobpasHoCTb)

MpeanonaraeT COOTBETCTBME YPOBHSI 3atpar Ha obecneyeHwe 6e30nacHOCTU
NepCcoHasIbHbIX AaHHbLIX LEHHOCTN MH(DOPMALMOHHBIX PECYPCOB U BENMYUHE BO3MOXHOTO
ywepba OT wux pasrnaweHus, ytpaTbl, YTEUYKW, YHUYTOXKEHUA WU  WUCKKEHWA.
cnonb3yemble mepbl M cpeactBa obecnevennss 6€30nacHOCTU UHGOPMAaLNOHHbBIX
PEecypcoB HEe [AO0/KHbl 3aMEeTHO YXyAlwaTb 3IProHoMuyeckne nokasartenn paboTbl
KOMNOHEHTOB MH(hOpPMAUMOHHBLIX cuctem MALOY. M3nuwHue mepbl 6e30nacHOCTW,
NOMUMO 3KOHOMMUYECKON Hea(h(hekTUBHOCTN, NPUBOAAT K YTOMIEHUIO N pa3apakeHno
nepcoHana.

Co3pgatb abCOMOTHO HENPEeoAO/IMMYI0  CUCTEMY  3aliuTbl  NPUHLMNWANIBHO
HEBO3MOXHO. oka nepcoHasbHble fAaHHble HaxoAsaTCA B 06palieHun, NnpuHuMaemble
Mepbl MOTYT TO/IbKO CHU3WUTb BEPOATHOCTb HEraTUBHbIX BO3AEWCTBUIA UK yuiepb ot HuX,
HO HEe UCKIKYUTL UX NONHOCTLIO. NpY A0CTATOYHOM KO/IMYECTBE BPEMEHW U CPeAaCTs
BO3MOXHO npeogonets Nbyt 3aumty. [lo3TomMy MMEET CMbIC/1 paccMmaTpusBarb
HEKOTOPbIA NpUeMNeMbIi ypoBeHb obecneyeHns 6e3onacHocTn. BbiCokoahhekTnBHasn
cuctema 3awmTbl CTOMT AOPOro, wucnonb3yetr npu pabdoTe CyuweCTBEHHYH 4acTb
PECYPCOB W  MOXET co3aaBaTb  OWyTUMble  AONOMHUTE/bHbIE  HeyaobeTBa
nonb3osartesnisiMm. BaxHO npaBunbHO BblGpaTh TOT A4OCTATOUHBIA YPOBEHL 3aL4UTbI, NPU
KOTOPOM 3aTparThbl, PUCK U pa3mep BO3MOXHOrO yuiepba 6b11m 6bl NpuemMnembimMu.

4.8. NMepcoHanbHas 0TBETCTBEHHOCTL

Mpeanonaraet BO3/OXEHUE OTBETCTBEHHOCTW 3a obecnevyeHne 6e30nacHOCTH
NepcoHaNbHbIX AAHHLIX U CUCTEMbI X 06pPaboTKM Ha KaKAOro COTpyAHVKa B npeaenax
€ero noNHOMOYMIA. B COOTBETCTBMM C 3TUM NPUHUMNOM pacnpegeneHne npas w
06A3aHHOCTE COTPY/AHUKOB CTPOMTCA Takum o6pasom, 4tobbl B Cny4ae /1060ro
HapyLweHus KPyr BUHOBHUKOB Obl/1 YETKO U3BECTEH MU CBEAEH K MUHUMYMY.

4.9. MuHMMmM3aymsa noNHOMOYUIA

O3HavyaeT npegocTaBneHne noNb3oBateIiM MUHUMAsIbHLIX npas goctyna B
COOTBETCTBMM CO CNYXebHOW HeobxoAMMOCTbIO. [lOCTyn K NepCoOHasIbHbIM AAHHbIM
AO/MKEH NPeaoCcTaBNsATLCA TONLKO B TOM cnyyae u o6beme, ec/im 310 Heobxoanmo
COTPYAHUKY ANSA BbINONHEHWS €r0 A0/MKHOCTHbIX 06A3aHHOCTE.

4.10. VcknioueHue KoHNMKTa nHTepecos (pasaenenve yHKUuin)

AekTmBHas cuctema obecneyenns  MHGoOpMaUMOHHOK  6e30nacHOCTH
npeanonaraeT u4eTkoe pasgeneHne 06s3aHHOCTER COTPYAHWKOB W UCKNKOYeHue
cuTyaumii, koraa cdepa OTBETCTBEHHOCTU COTPYAHUKOB  /10NyCKAeT  KOH(NKT
uutepecoB.  Cdpepbl  NOTEHUMA/IbHbIX  KOH(DNMKTOB  [A0/DKHbI  BbISIBNATLCA,
MUHUMU3UPOBATLCS, U HAXOAWUTCA NOJ CTPOrMM HE3AaBUCUMbIM KOHTpO/iem. Peannsauns
[JAHHOTO nNpuHUMNa npeanonaraet, 4YT0 He O[AWH COTPYAHWK He [AO/DKEH WMEeTb
NONHOMOUMIA, NO3BONSAIOWNX eMY €ANHONIMYHO OCYLLECTB/ISATL BbINO/IHEHWE KPUTUYHbIX
onepauvit. HageneHwe COTPYAHUKOB MONHOMOUMAMK, NOPOXAAKWNMU  KOHD/INKT
WHTEPEeCcoB, AaeT eMy BO3MOXHOCTb NOATACOBbLIBATL MH(IOPMALMIO B KOPBLICTHBIX LIE/AX
WM C TeM, YTOObI CKPbITb NPOBGNEMbI N NOHECEHHbIEe YObITKW. [N1A CHWKEHUA pucka



MaHUNyIMPOBaHNA NEPCOHA/NIbHLIMU [JaHHLIMW U PUCKA XULLEHWUA, Takue NOSIHOMOYUSA
AO/MKHBLI B MAKCUMa/IbHO BO3MOXHOW CTENeHn 6biTb pasfeneHbl Mexay pas/MyHbIMMU
cotpygHukammn  MAAOY. Heobxogumo npoBOAUTL  NEPUOAWNYECKME  NPOBEPKU
06s13aHHOCTER, (DYHKUMIA 1 AESTeNbHOCTU COTPYAHWKOB, BbINOIHAIWMUX KKOYEBbIE
thyHkummn, ¢ Tem, 4tobbl OHWM HE WMENN BO3MOXHOCTU CKpbIBATb COBEpLUEHUE
HenpaBoOMepHbIX AEUCTBUIA. Kpome TOro, He06x0ANMO NPUHUMATL CneuuasnbHbIe Mepbl
No HEAONYLLEHUIO CrOBOPa MeXay COTPYAHUKaMW.

4.11. Bzaumogeincrane n coTpyaHUYEecTBo

MpeanonaraeT co3pganve 6GnaronpuaTtHoit atmocepsl B konnektnse MAAOY. B
Tako 06CTaHOBKE COTPYAHWKM [0J/DKHbI OCO3HAHHO CO6M0AAaTh  YCTAHOB/NEHHbIE
npaBuna n okasbiBartb COAEUCTBUE AEATEe/IbHOCTU OTBETCTBEHHbIM 3a OpraHv3auuio
06paboTkn NepCoHaNbHBIX AAaHHbIX.

BaxHbiMm anemeHTOM aphekTMBHOW cuctembl obecneveHnss 6e30nacHOCTH
nepcoHanbHbiX AaHHbiX B MALOY aABnAetcs BbiCOKas Kynbtypa pabotbl C
nHthopmaumein. Pykosoactso MALOY HeceT OTBETCTBEHHOCTL 3a CTPOroe cobngeHve
3TUYECKUX HOPM 1 CTaHAapPTOB NPOECCUOHANBHON AEATENBHOCTU, NOAYEPKUBAIOLLEN K
AEMOHCTPUPYIOLWEN NepcoHany Ha BCEX YPOBHAX BAXHOCTbL  obecneveHus
nHpopmaunoHHoit 6esonacHoctn MALOY. Bee cotpyaHnkn MAAOY A0/MKHbI NOHUMATL
CBOK ponb B npouecce obecneyenns nHopMaumoHHON 6e30nacHOCTN U NPpUHUMATL
ydactmne B 3TOM npouecce. HeCMOTpsi Ha TO, YTO BbICOKas KynbTypa obecneyeHus
NMH(OPMAUNOHHOKW 6Ee30NacHOCTU He rapaHTMpyeT aBTOMATUYEeCKOro AOCTUKEHUS
Lenewn, ee oTcyTcTene cosaaet 60bLIe BOZMOXHOCTEN AN HapyweHns 6e30nacHoOCTH
nNn He obHapyxxeHusa (pakToB ee HapyLeHUs.

4.12. 'MBKOCTb CUCTEMbI 3aLUUTbI

Cucrema obecneyeHma nHhopmaunoHHoO 6e30nacHOCTN A0/MKHA BbITb CNOCOGHA
pearnpoBaTtb Ha U3MEHEHUA BHELUHEeN cpeabl 1 ycnosuii ocyuwectTsnesma MALOY csoei
AeATeNbHOCTU. B YNCNO Takux N3MEHEHUIA BXOAAT:

- N3MEHEHNA OpraHn3auMoHHON N WTATHOW CTPYKTYpbl MAAOY;

- M3MEHEHME  CYWECTBYIOWMX WA BHEAPEHWEe  NPUHUUNUAIbHO  HOBbIX
MH(POPMALIMOHHBIX CUCTEM;

- HOBbIE TEXHUYECKME cpeacTBa.

CBOWCTBO rMBKOCTM cuctembl obecneveHns MHhopmaunoHHON 6e3onacHoCTH
n3baBNfeT B TakMx CUTyaumax OT HEOOXOAUMOCTM NPUHATUS KapAWHANbHBLIX MEp No
NO/IHOW 3aMeHe CpeACcTB M MeTOAOB 3alnTbl HA HOBbIE, YTO CHWKAeT ee 06Uy
CTOMMOCTb.

4.13. OTKpLITOCTb @NrOPUTMOB U MEXAHU3MOB 3aLLNTbI

CyTb npuHUMNa OTKPLITOCTU a/IfOPUTMOB U MEXAHN3MOB 3alnTbl COCTOUT B TOM,
4TO 3awmTa He Ao/mKHa obecneunBaTbCA TO/IKO 3a CYET CEKPEeTHOCTU CTPYKTYPHOMN
opraHusaumm n asnroputMoB (hyHKUMOHMPOBAHUS ee NoACUCTEM. 3HaHue anropuTMoB
paboTbl CUCTEMBI 3alUTbl HE AO/HKHO AaBaTb BO3MOXHOCTM ee npeoaoneHuns (aaxe
asTopam). 370, OHAKO, HE O3HA4aeT, YTo nHopmaums 06 NCNONL3YEeMbIX CUCTEMAX U
MexaHu3max 3aluTbl A0/HKHA 6bITh 06LEeA0CTYNHA.

4.14. NpocToTa NPUMEHEHUs CPEACTB 3aluThbl

MexaHu3mMbl 1 METOABI 3aLLUTbl A0/DKHLI ObITb MHTYUTUBHO NOHATHBLI U NPOCTbLI B
ncnonb3oBaHuu. NpumeHeHne cpeacTs u METOAOB 3aLLUTbl HE A0/DKHO ObITb CBA3AHO CO
3HaHWeM cneuynanbHblX A3bIKOB WM C  BbINO/IHEHWEM  [AEWCTBWIA, Tpebyroumx
3HAYUTE bHBIX AONOJTHUTENbHBIX Tpyao3arpar npwm 06bIYHON pabore



3aperncTpupoBaHHbIX NONb30BaTENEN, a TaKkke He A0/MKHO TpeboBaTb OT NO/b30BaTEe NS
BbINO/IHEHWUA PYTUHHBLIX MANIONOHATHBLIX MY OnepaLuii.

4.15. O60CHOBAHHOCTbL N TEXHUYECKaA peanm3yemocTb

NH(hopMaunoHHbIE  TEXHONOMMK, TEeXHUYeCckMe W nporpaMmHbie CpeAacTsa,
CpPeACcTBa U Mepbl 3auuTbl NEPCOHANbHBIX AAHHbIX AO0/MKHbI ObiTh peann3oBaHbl Ha
COBPEMEHHOM YPOBHE Ppa3BUTUA HAykn W TEeXHWKW, OBOCHOBaHbI C TOYKU 3peHUst
[NOCTWXKEHWUSI 3aJaHHOTO  YPOBHA 6e30MacHOCTM  MHopMaumm ¥ 3KOHOMWUYECKOW
uenecoobpasHoCTH, a Takke AO0/MKHbI COOTBETCTBOBATL YCTAHOB/IEHHbLIM HOpPMam W
TpeboBaHmAM NO 6€30NacHOCTN NEPCOHANIbHBIX [JaHHbIX.

4.16. Cneunannzayms n npoheccmoHann3m

MpeanonaraeT npueneyeHne Kk paspadboTke Cpe/cTs u peasmsayumn mep 3auuTbl
NepcoHaIbHbIX A@HHbIX cneunann3npoBaHHbIX opraHusauui, Hanbonee
NOArOTOB/IEHHbIX K KOHKPETHOMY BUAY AEATENbHOCTM No obecneveHnto 6e30nacHoCcTy
UHPOPMALMOHHBIX  PECYPCOB,  UMEIOWWX  ONbIT  NPakTU4eckon  paboTel U
roCyAapCTBEHHYIO IMUEH3NI0 HA NPaBO OkasaHwus ycnyr B 310 obnactu. Peanunsauns
afIMUHUCTPATUBHbLIX MEpP W aKcnayatauus CpeACTs 3aluTbl A0/HKHA OCYWECTBAATLCA
npoceccnoHanbHO NOAroTOBNEHHLIMW cneunanuctamm [enaprtameHTa
(OTBETCTBEHHLIMM 3@ OpraHn3aymio 06paboTkn NEePCOHANbHbIX JaHHbIX).

4.17. O6a3aTeNIbHOCTb KOHTPONA

Mpepnonaraet 06a3aT€NbHOCTL U CBOEBPEMEHHOCTbL BbISAB/IEHUA N NpEeceveHns
NONLITOK  HapyLIEHUst  YCTAHOB/NEHHbIX npasun, obecneveHna  6e30MacHOCTM
NEePCOHaNbHLIX [aHHbIX, HA OCHOBE WCNO/Ib3YEMbIX CUCTEM W CPEACTB 3allUThbl
NepCcoHasIbHbIX AaHHbIX, NPW COBEPLIEHCTBOBAHUW KPUTEPUEB W METOAOB OLEHKU
3(hheKTUBHOCTN 3TUX CUCTEM U CPEACTB.

KOHTPONb 3a AeATEeNLHOCTLIO N60ro NOML30BaTE A, KKAOro CPeACcTBa 3auuThbl
M B OTHOWEHUMM N60ro ob6bekTa 3awmTbl A0/DKEH OCYWECTBNATLCA Ha OCHOBE
NPUMEHEHUA CPEACTB ONEPaTUBHONO KOHTPO/A W perncTpauum u Ao/keH oxsatbiBaTb
KaK HecaHKLMOHNPOBAHHbIE, Tak U CaHKLMOHUPOBaHHbIE AEWCTBUA NO/b30BaTE/NEN.

Kpome Toro, athpektmeHas cuctema obecneyeHns  MHHOPMaLMOHHON
6e3onacHocTM TpebyeT Hanuuusi aaeksaTtHoW W Bceobwvemnwuen uHgopmauum o
TeKyLLLeM COCTOSIHUM NPOLECCOB, CBA3aHHbIX C ABWKEHMEM MH(OPMALMK 1 CBEAEHNI O
COBNIOAEHUN YCTAHOB/IEHHBLIX HOPMATUBHbIX TPEGOBAHWIA, & Takke [A0NO0NHUTENbHOWN
WHOPMALIM, UMEIOLLEI OTHOLLEHWE K NPUHATUIO peLueHunii. iHgopmauus Ao/kHa ObiTb
HaQeXXHOMN, CBOEBPEMEHHOM, AOCTYNHO N NPaBuNbHO 0(POPMNEHHOMN.

Hepoctatkm — cuctembl  obecnedennsi  MHOpPMauMOHHOK  6e30nacHoCTw,
BbIAB/IEHHbIE COTPyAHUKamMu [lenaptameHTta [0/DKHbl HeMeA/IeHHO A0BOAUTLCA A0
CBEAEHUA pyKoBOAWTENs [lenaptameHta u onepaTtuBHO YCTpaHaTbCs. Bonpocel,
KOTOPbIE KKYTCSi HE3HAYMTE/IbHLIMKW, KOrAa OTAeNIbHbie NPOLEecChl paccmaTpuBaroTCs
M30/IMPOBAHHO, NPV PACCMOTPEHUN X HapsAy C APYrMMy acnektamm MoryT ykasaTb Ha
oTpulaTeNbHble TEHAEHUMN, rPo3aLLMe nepepacTv B KpynHbie HeA0CTaTKn, eC/IN OHU He
OyayT CBOEBPEMEHHO YCTPAHEHbI.

o. MEPbI, METO/Ibl U CPEACTBA OBECNEYEHWSA TPEBYEMOIO YPOBHA
3AWLNTBI MUHPOPMAUNOHHbBLIX PECYPCOB

5.1. Mepbl o6ecneyeHmns HHOPMaLMOHHOK 6830NacHOCTK

Bce mepbl o6ecneyennss  6e30nacHOCTM  MHGIOPMALMOHHBIX  CUCTEM
[enaptameHTa noapasaensioTca Ha.

- NpaBoBble (3aKoHOAATENbHbIE);

- MOpa/IbHO-3TUYECKME;



- TEXHONOTNYEeCKne,

- OpraHn3alMoHHble (aAMUHUCTPATUBHBIE);

- (husnyeckue;

- TEXHUYEcKue (annapartypHble 1 NPOrpaMmHbIe).

5.1.1. 3akoHoaaTenbHble (NPaBoBbIE) MEPbI 3aLUTbI

K npaBoBbIM MEpPaM 3aLinTbl OTHOCATCS AEUCTBYIOLLME B CTPAHE 3aKOHbI, yKa3bl 1
HOPMATMBHbLIE aKTbl, PernameHTupyloume npasuna obpaweHns ¢ nepcoHanbHbIMU
[AaHHbIMK, 3aKkpennsiwme npasa W 0083aHHOCTN YHACTHUKOB WH(IOPMALMOHHbBIX
OTHOLWIEHWIA B npouecce nx 06paboTkm 1 UCNoNb30BaHUA, a Takke yctaHas/msatuine
OTBETCTBEHHOCTb 3a HapylweHus 3Tux npasun. NpaBoBble Mepbl 3awmuTbl HOCAT B
OCHOBHOM ynpexaatoumii, npodunakTuyeckuii xapaktep u TpebyloT NOCTOAHHOW
pasbACHATENbHON paboTbl C NONb30BATENAMU U 06CNYXMBAKOLWMUM  NEPCOHANIOM
NHOpPMaUMOHHBIX cuctem [lenaptameHTa.

5.1.2. MopanbHO-3TUYECKNE MEpPbI 3alUThbI

K MOpanbHO-3TUHECKMM Mepam OTHOCATCS HOPMbl  NOBEAEHWUs, KOTOpble
TPAAUUMOHHO  CNOXWMAWCL WK CKNafbiBalOTCA N0 Mepe  pacnpoCTpaHeHus
NH(DOPMALMOHHBIX TEXHOMOTMIA B AAMUHUCTPaUMN. ST HOPMbI 60/bLIEA YacTbio He
ABNAIOTCA 06A3aTeNbHLIMU, KaK 3aKOHOAATE/IbHO YTBEPXKAEHHbIE HOPMATUBHbLIE aKTbl,
0/lHaKo, WX HecobNaeHMe MOXeT MNPUBECTU K NajeHuio astoputeTa, NpecTuka
yenoseka, rpynnbl vy nnn MAOY B uenom. MopasibHO-3TUYECKNE HOPMbI ObIBAKOT Kak
HENMcaHble, Tak 1 NUCaHble, TO eCTb 0(POPMNEHHbIE B HEKOTOPbIA CBOA (yCTas) npasnn
nnm npeAnnucaHuni. MopanbHO-3TN4ecKne Mepbl 3aumThbl ABNAKOTCA
npounakTmieckumn n  TpebyloT NOCTOAHHOW paboTbl NO  CO3A4aHWI0  340POBOrO
MOpasibHOTO KNMMaTa B KONI1IeKTUBE.

5.1.3.TexHoNornyeckne mepbl 3aumTbl

K paHHOMy Buay Mep 3awuTbl OTHOCATCA Pa3HOro popa TexHoNornveckue
pPELLEHNA 1 NPUEMbI, OCHOBaHHbIE HA NCMNO/Mb30BAHUN HEKOTOPbIX BUAOB U30bITOYHOCTY
(CTPYKTYPHOIA,  (DYHKLMOHA/IbHOW,  WH(DOPMALMOHHOW,  BPEMEHHOW 1 T.N) WM
HanNpaBNEHHble HA YMEHbLUEHNEe BO3MOXHOCTU COBEPLUEHUS COTPYAHUKaMU OMBOK U
HapyLIeHWi B pamkax NpeaocTaBNeHHbIX UM NPas 1 NOJIHOMOYUA.

5.1.4.0praHn3aumoHHble (aAMUHUCTPATUBHBIE) MEepbl 3aLnTbI

OpraHu3aunoHHble  (aAMMHUCTPATUBHLIE) MEpbl  3auuTbl - 3T0  MEpbI
OpraHn3aLoHHOrO Xapaktepa, pernameHTupylowmue npoueccsl (yHKLUMOHMPOBaHWUA
cuctembl  06paboTkM  NEepcoHanbHbIX  AaHHbIX, UCNO/Nb30BaHWe ee Pecypcos,
NEATEeNbHOCTb  0BCNYXMBAIOWEr0 NEepcoHana, a Takke MNOPAAOK B3auMoAeicTens
nonb3osarteneli C CUCTEMON Takum 06pa3om, 4ToObI B HaMbO bLIeH CTENEHN 3aTPYAHUTb
WA UCKIOUYUTL BO3MOXHOCTL peanunsauyun yrpo3 6e3onacHoCTi uan CHU3WTbL pa3Mmep
noTepb B Clyvae ux peanusauun.

5.2. dopMmupoBaHue NoaMTUKN 6e30nacHoOCTM

MnasHaa ueNb aAMUHUCTPATUMBHLIX Mep, NPeAnpuHUMAeMbiXx Ha BbICLLEM
ynpasNeHYeckoM ypoBHe - CopMupoBaTb MNOAWTUKY B 06n1acTn  obecneyeHns
6e30NacHOCTU  NEpPCOHasIbHbIX  AaHHbIX  (OTpaxalowyl  noaAxoAbl K 3auure
NepcoHanbHbIX AaHHbIX) W 06EeCneYnTb €e BbINOMHEHWEe, BbIAENAs HeobxoaAnmble
pecypcbl U KOHTPONNPYA COCTOAHWUE Aen.

C npakTM4ecKON TOUKM 3PEeHNs NoNUTUKY B ob6nactu obecneyerns 6e3onacHoCTy
nepcoHasibHbIX AaHHbIX B MAZLOY uenecoobpasHo pa3buts Ha ABa ypoBHA. K BepxHemy
YPOBHIO OTHOCATCA PELIeHNs PyKOBOACTBA, 3aTparusaiowme gestensHocte MAOY B
uenom. MonuTMKa BEpPXHEro YPOBHSI AO/DKHA YeTKO O4epTUTb Cepy BANAHUA W
orpaHuYeHuss Npu  onpeaeneHnn uenein  6e3onacHoOCT  NepcoHasibHbIX  AAHHbIX,
onpeaeNnTb KakuMmn pecypcamm (MatepuanbHbie, CTPYKTYPHbIE, OpraH3aunoHHbIe) OHK



6yayT AOCTUTHYTbI, U HAWTWN pasyMHbIA KOMMNPOMUCC MeXAy NpUemneMbim ypoBHEM
6e30nacHOCTU U (PYHKUMOHA/ILHOCTLIO.

MonuTUKa HWKHEro YpPOBHA, onpeaenseT npoueaypbl, U npasuna AOCTMKEHNA
uenen u pewenna 3agad 6e30nacHOCTN NEPCOHasIbHbIX [AaHHbIX W AETAM3NpyeT
(pernameHTUpyeT) aTn Nnpasuna:

- KaKOBbl PO/IM N 06S3aHHOCTN AO0/DKHOCTHBIX /1L, OTBEYalowme 3a nposeaeHne
NONUTUKM 6E30NaCHOCTU NEPCOHANbHbIX AAHHbIX;

- KTO UMeeT npasa Ao0CcTyna K NepCoHa/IbHbIM AAHHbIM, KTO 1 NPU Kaknx yCnoBusax
MOXEeT unTaTh 1 moanchmympoBaTh NepPCoHasIbHbIE AaHHbIE U T.A.

MonuTUKa HWKHEro ypoBHA A0/KHA!

- npefycmatpuBaTth pernameHT MHOPMAaLMOHHBIX OTHOLLEHWIA, UCKKOHAKOLUX
BO3MOXHOCTb MPON3BO/bHBIX, MOHOMO/IbHBIX WU HECAHKLMOHMPOBaHHbLIX AEHCTBUNA B
OTHOLWWEHUN UHOPMALMOHHbIX PECYPCOB;

- ONPEAENSAThL KOANIMUNOHHBIE U epapxnyeckne NPUHLMNGLI N METOAbI pasfeNeHna
CEKPeTOB U pasrpaHnyeHns AocTyna K NnepcoHasIbHbIM AaHHbIM;

- BblGUpaTb NPOrpaMMHO-TEXHUYECKNE (annapatHble) cpeacTsa
npoTusogeiicteus HC/, ayteHTudmkaumm, aBTopusauuun, naeHTudukauum n apyrix
3alMTHBIX  MEXaHW3MoB, obecneuvBaloWmx rapaHTum  peaimsauum  npas W
OTBETCTBEHHOCTU CyObEKTOB MH(DOPMALMOHHbIX OTHOLUEHUHA.

5.3. PernameHTtaumsa gocryna B nomeLleHns

KOMNOHEeHTbl MHOpMaunoHHbIX cuctem MAZLOY  [0MKHBI pasmeliatbes B
NOMELLEHUAX, HAXOAAWMXCA NOJ OXpaHon WM  HabnAeHNeM, UCKIIHAoWNM
BO3MOXHOCTb GECKOHTPO/ILHOTO NPOHUKHOBEHUA B NOMELLEHWA NOCTOPOHHUX L W1
obecneuvBalolM  (PU3NYECKY0  COXPaHHOCTb  HaxoAsWwwuxca B NOMELEeHUN
3awmuiaemMbix pecypcos (AokymeHTos, APM u 1.n.). Y6opka Taknx NOMEeLLeHNIA A0/HKHA
NPOV3BOAUTLCS B NPUCYTCTBAN OTBETCTBEHHOTO COTPY/AHWKA, 3a KOTOPbLIM 3aKpen/ieHbl
Q\l@HHbIE KOMMOHEHTbI, C COBNI0AEHNEM MEP, UCKNIOHAOWNX AO0CTYN NOCTOPOHHNX WL K
3aumuiaemMbim MH(hopMaLMoHHbLIM pecypcam.

Bo Bpema 06paboTKM NEpCcOHasIbHbIX AAHHLIX B TaKUX NOMELWEHNAX AO/DKEH
NPUCYTCTBOBATb TO/ILKO NEPCOHA, AONYLLEHHbINA K paboTe C NepCOHa/IbHLIMU AAHHbLIMA.
3anpeujaetca npuem nocetTuteneit B NOMeLweHnsx, korga ocyuecTBnsaeTca obpaboTka
NepCoOHaNbHbIX laHHbIX.

Mo OKOHYaHUM paboyero AHA, NOMELLEHNUS, B KOTOPbIX pa3MeLLaloTCcs KOMNOHEHTbI
nHhopmaumoHHbix cuctem MALOY, A0/MKHbI 3anMpaTbCs Ha K/IOM.

B cnyyae ocHaLLeHUsi NOMELLEeHWiA cpecTBaMn OXPaHHON CUrHanu3aunm, a Takke
aBTOMaTU3MPOBAHHOW CUCTEMOI Npuema u pernctpauun curHanos OT 3TuxX CPeACTs,
npuem-caaya Takux MNOMELUEeHW A noj  OoxpaHy OCylecTBifaeTcs Ha OCHOBaHWW
cneumansHo paspabarbiBaeMOn MHCTPYKLNN.

5.4. PernameHtauunsa aonycka CoTpyAHUKOB K UCNO/Ib30BaAHNIO NH(hOpMALNOHHbIX
pecypcos.

B pamkax paspelumTenbHOR cucTembl (MaTpulbl) AOCTyNna ycTaHaB/IMBAETCS: KTO,
KOMY, Kakyto MH(hOpMaLmio 1 AN Kakoro Buaa AocTyna MoXeT NpeaocTasuTb U Npu Kaknx
YCNOBUSAIX.

Jlonyck nonb3oBateneit k pabore ¢ MH(HOPMALMOHHBIMKA CUCTEMaMK MAAOY n
AOCTYN K ee pecypcam fA0/pkeH 6biTb CTPOro pernameHTupoBaH. Jliobbie N3MeHeHus
coctaBa W NOMHOMOYMIA no/nb3oBartenein noacucTem  AOJ/DKHbI  NPOU3BOANTLCA
yCTAHOB/IEHHbIM NOPAAKOM.

YpOBEHb NONIHOMOYUIA KaXAoro nosb3osaressi onpeAensierca nHAMBUAyanbHo,
cobnonas cneayoume TpebosaHms:



- KaXAbld COTPYAHUK NONb3YETCS TONbKO NpeAnucaHHbIMKU emy npasamu no
OTHOWEHWIO K NepCcoHaNbHbIM faHHbIM, C KOTOpbIMM €My Heobxoauma pabota B
COOTBETCTBMM C [J0/DKHOCTHbIMW 06s3aHHOCTAMKW. PacwupeHne npae goctyna W
npeaocTassieHne AoCcTyna K AONOSIHUTENIbHBIM - MH(POPMALMOHHBIX pecypcam, B
ob6a3aTelbLHOM NopsiAKe, AO0/DKHO COrNAacoBLIBATLCSA C OTBETCTBEHHbLIMU 3a OPraHn3aumio
06paboTkn NepcoHasbHbIX AAHHBIX;

- pykoBogutens MAAOY wumeeT npaBa Ha NPOCMOTP WH(opmMauum CBOUX
NOAYUHEHHBLIX TONLKO B YCTAHOB/IEHHbIX nNpejenax B COOTBETCTBUM CO CBOUMM
AO/MKHOCTHBIMWU 0653aHHOCTAMMN.

Bce cotpygHukn MALOY wu  obenyxusaowmin  nepcoHan, AO/MKHbI HECTH
NepcoHanbHy0 OTBETCTBEHHOCTb 3a HapyLeHWs YCTaHOBNEHHOro nopsaka o6paboTku
NepPCoHaNbHbIX AAaHHbIX, NPaBUN XPaHeHUs, UCNOb30BaHUA U nNepeaayn, HaxoAALMXCA
B UX pacnopshKeHUn 3aumiiaemMbix pecypcoB cucTemsl. Kaxablii COTpyaHuK (Npu nppueme
Ha paboTy) A0/MKEH NoANUCLIBaTL 0683aTeNbCTBO 0 COBNAEHUN N OTBETCTBEHHOCTH 3a
HapyleHne YCTaHOBNEHHbIX TPeboBaHW NO COXPAHEHWUKD NEePCOHANbHbIX AaHHbIX
MALOY.

O6paboTka NepcoHanbHbIX AAHHBIX B KOMNOHEHTax WUH(OPMAUNOHHbLIX CUCTEM
AO/DKHA NPOU3BOAUTLCA B COOTBETCTBUMM C  YTBEPXKAEHHbIMU  TEXHONOIMYECKUMU
NHCTPYKUMUAMMN.

5.5. PernameHTtayms npoueccoB 06CNyxmBaHna n ocyuiecTsnelns moguuxkaumm
annapaTHbIX 1 NPOrpaMMHbIX PecypcoB

B uensx nopaepxaHvma pexuma nHopmaumoHHOW 6e3onacHocTu annapaTtHo-
nporpammHas KoHdurypaumsa asTomMaTtu3npoBaHHbiX pabdbounx MecT COTPYAHWUKOB
MAZLOY, ¢ KOTOPbIX BO3MOXEH AOCTYN K pecypcam MH(OPMaLMOHHON CUCTEMBI, A0/DKHA
COOTBETCTBOBATL KPYry BO3/IOXKEHHbIX HA AAHHbIX NONb3oBartesneil (PyHKUMOHAIbHbIX
06s13aHHOCTEN.

B komnoHeHTax WH(MOPMAUMOHHOW CUCTEMBI U Ha paboumx mecTax
nonb3oBartenen AO0/MKHbl  yCTaHABNMBATLCA W UCNO/Ib30BATLCA  NIMLUEH3NOHHbIE
nporpaMmmMHble cpe/cTaa.

5.6. Ob6ecneyeHne W KOHTPONb (PU3NYECKOW LENOCTHOCTN (HEU3MEHHOCTU
KOHhUrypauun) annapaTHbix pecypcos

O6opyaoBaHne WHHOPMAUMOHHOW CUCTEMbI, UCNONb3yemoe ANna AocTyna w
XpaHeHWs NepcoHasIbHbIX AAHHbLIX, K KOTOPOMY AOCTYNn 06CNyXuBaKLero nepcoHana B
npouecce akcnayarayum He TpebyeTcs, Nocne HanafouHbIX, PEMOHTHbIX U UHbIX PaboT,
CBfI3@HHbIX C JOCTYNOM K €r0 KOMNOHEeHTaM [10/DKHO 3aKpbiBaTbCA.

5.7. Mop6op v noaroToBka nepcoHana, obyyeHne nonb3osaresien

Monb3oBarenn MHOpPMaUmMoHHbIX cuctem MALOY, a Takke pyKOBOAALWMA U
obCcnyxmBarWwnini - nepcoHan  A0/MKHbI  ObITb  03HAKOM/IEHbI CO CBOWM YPOBHEM
NONHOMOYMIA, a  TaKkKe  OpraHvM3aynMoHHO-PacnopPAAUTENbHON,  HOPMATUBHOM,
TEXHUYECKON W IKCNNyaTaumoHHOW AOKyMeHTaumen, onpeaensiowein TpebosaHua wu
nopaaok 06paboTku nepcoHasibHbIX AaHHbIx B MAOY.

O6ecneyeHne 6e30NacHOCTU NEPCOHA/IbHBIX AAHHBIX BO3MOXHO TO/IbKO nocne
BbIpaboTkKM y nonb3oBarenein onpeaeneHHoW  KynbTypbl  paboTbl, T.e. HOPM,
o06s13aTeNbHLIX ANA NCNONHEHNUA BCEMU, KTO paboTaeT ¢ MH(OpMaLMOHHbIMK pecypcamm
MAZLOY. K Takum HOpMam MOXHO OTHECTW 3anpelieHve ObIX YMbIWNEHHbIX WK
HEeYMbILUNEHHbIX AEWCTBWIA, KOTOPbIE HapylialT HOPMasibHyl0 paboTy KOMNOHEHTOB
WH(POPMALMOHHBIX CUCTEM AAMWHUCTPALWK, BbI3bIBAKOT AONONHUTE/IbHLIE 3aTpaThbl
PeCcypcoB, HapylwalT UeNoCTHOCTb XpaHumow n obpabartbiBaemoin MHhopmaymw,
HapyLwalT UHTEPECHI 3aKOHHbLIX NONb30BaTe e, BnaaeNbLues nan cCo6CTBEHHNKOB.



Bce nonb3osatennm uHopmaynmoHHbix cuctem  MALOY  A0MKHbI - ObITb
O3HAKOM/IEHbI C  OpraHn3auuoHHO -  pacnopsavuTe/lbHbIMW  [IOKYMEHTaMun  no
obecneyeHnto 6e30NacHOCTM NEPCOHANbHbLIX AaHHbIX [enaptameHTa, B 4acTu, WX
Kacalwencs, 0/DKHbI 3HaTb U HEYKOCHUTE/IbHO BLINOMHATL MHCTPYKLUMK U 3HATL 06LWme
o6s3aHHOCTM NO obecneyeHntio 6e30NacHOCTU NEepcoHaNbHbIX AaHHbIX. [oBeaeHune
TpeboBaHWi yka3aHHbIX AOKYMEHTOB A0 /1L, A0NYLEHHbIX K 06paboTke 3almuiaemblx
NepPCOHaNbHbIX AAaHHbIX, O/HDKHO OCYLLECTB/IATLCA N0/ POCNUCH.

5.8. OTBETCTBEHHOCTb 3a HapylIEeHWA YCTAHOBNEHHOro Nopsaka nosnb30BaHUs
pecypcamun nHhopmaumoHHbix cuctem MAAOY.

Mepa OTBETCTBEHHOCTW nepcoHana 3a AeucTBus, COBEPLUEHHbIE B HapylUeHWe
yCTaHOB/NEHHbIX Npasun obecneyenmsa 6Ge3onacHOW paboTbl C NepcoHabHbIMU
AaHHbIMKW, A0/DKHA ONPEeAEeNnsATbCA HAHECEHHbIM yuepbom, HaNnYmem 31010 ymbicna v
Apyrvmun (haktopamm no ycmoTpenuto pykosoactsa MAAOY.

[na peanuzaumm npuHumMna NepcoHasbHON OTBETCTBEHHOCTW NONb30BaTeNeNn 3a
CBOW AeNCcTBUSA HEOBX0AUMBI:

- UHAMBMAYaNnbHan wnaeHTUUKaUMa nonb3osBaresnen 1 MHULMUMPOBAHHBIX UMK
npoueccos, T.e. yctaHoBneuune 3a Humn naedtudukaropa (login, Username), Ha 6a3se
KOTOpPOro 6yAeT OCyWecTBNATLCA pasrpaHnyeHme 40cTyna B COOTBETCTBUN C NPUHLMNOM
060CHOBAHHOCTKM A0CTYNA,;

- NpoBepKa NOA/IMHHOCTM NoNb3oBaTenen (ayTeHTugmkaumna) Ha OCHOBE Naposen;

- peakums Ha nOMbITKM HECaHKUMOHWPOBAHHOIO AocTyna (curHanusauus,
6nokuposka n T.4.).

5.9. Cpeactsa ob6ecneyeHuns 6€30nacHOCT NEPCOHAsIbHbLIX AAHHbIX

Ona obecneveHus wHopmaymoHHon 6e3onacHocT MAAOY wucnonb3yTcs
cneayloume cpeacTaa 3awmTbl:

- (hnsnueckue cpeacTea;

- TEXHUYECKne CpeacTea,;

- cpeacTBa naeHTuukaumm n ayteHTugmkaummn nonbL3oBartenei,

- Cpe/cTBa pasrpaHuyeHus AocTyna,

- cpeacTBa ob6ecneyeHna n KOHTPOIA LeNoCTHOCTH,

- cpeacTBa onepaTMBHOIO KOHTPONS U perncTpayumn cobbiTnin 6830nacHOCTW.

Cpeacrtsa 3awWmTbl A0/HKHLI NPUMEHATLCA KO BCEM pecypcam UHPOPMALMOHHBIX
cuctem [lenaptameHTa, He3aBucumo OT Ux BuAa n (opmbl NpeacTaBneHns nHhopmaymm
B HUX.

5.9.1. dnsnyeckne cpeacrea 3aumrbl

®dusnyeckne Mepbl  3alWmTbl  OCHOBAHbI HA MPUMEHEHUW PpasHoOro poAa
MEXaHUYECKNX, 3/IEKTPOHHBIX NI 3NEKTPOHHO-MEXAHNYECKUX YCTPONCTB U COOPYKEHUN,
cneunanbHo npeaHasHaueHHbIX 418 co3AaHns (hU3nyecknx NPensiTCTBUN Ha BO3MOXHbIX
NyTAX MPOHUKHOBEHUS W A0CTyna NOTEHUMaNbHbIX HapyluuTenen K KOMNOHEeHTam
CUCTEMbI M 3alMUAEMbIM NEPCOHA/NIbHLIM AHHbIM, & TaKke TEeXHUYEeCKuX CpeacTs
BU3yaNibHOrO HAbNAEHUS, CBA3N N OXPAHHON CUrHANN3aLUN.

Ans ob6ecneyennst uanyeckoi 6e30nacHOCTN KOMNOHEHTOB UH(DOPMALMOHHbIX
cuctem MALOY Heo6xoAuMO OCYLECTB/IATL PAfA OpPraHn3aunoHHbIX U TEXHUYECKNX
MEPONPUATUIA, BKNKOYAOWMX: NPOBEPKY 060pyAoBaHuA, nNpeAHasHa4eHHoro AN
06paboTkn NEPCOHANbHBLIX AAHHbIX, Ha:

- HA/IMYME cneymanbHo BHEAPEHHbIX 3aKnafHbIX YCTPONCTB;

- BBEAEHME AONONHUTE/IbHbLIX OrpaHuyeHui no AO0CTyny B NOMELeHUs,
npeaHasHavyeHHble ANa XpaHeHua n 06paboTkn NepcoHasIbHbIX AAHHbIX;

- obopyoBaHue cuctem uHopmaTmaumm ycTpoicTBamn 3auutbl OT c6oeB
3ANEeKTPONUTAHUA N NOMEX B NIMHUAX CBA3N.



5.9.2. TexHnuyeckue cpeacrsa 3aluThbl

TexHnyeckne (annaparHo-NPorpaMmMHbIE)  Mepbl  3aliuTbl  OCHOBAHbl  Ha
MCNONb30BAHUN PA3/IMYHbLIX 3NEKTPOHHbLIX YCTPOMUCTB W ChneunasnbHbiX nporpamm u
BbINONHAOWMX (CAMOCTOSATENBLHO WK B KOMMNNEKCE C APYrMMU cpeacTBamu) (yHKUUm
3aWmnTbl  (MAeHTUMKAUMI0O 1 ayTeHTUdMKaunio nosb3oBaTenen, pasrpaHuyeHne
AocTyna K pecypcam, permctpauynio  cobbITuil, Kpuntorpauyeckoe 3akpbiTve
nHopmaumm n T1.4.).

C yyetom Bcex TpeboBaHuii u npuHUMNOB obecneveHns 6He30nacHoCTy
NepcoHaNbHbIX AAHHbLIX NO BCEM HanpaBNeHUsAM 3aliuTbl B COCTAB CUCTEMbI 3aLUUTLI
AO/MKHBI ObITh BK/IKOYEHBI Crieayoumne cpeacTea:

- CpeAacTBa pasrpaHnuyeHnsa A0CTyna K AaHHbIM,

- CpeacTBa peructpaumm AocTyna K KOMNOHeHTam UH(HOPMAaLMOHHOW CUCTEMBI U
KOHTPONS 3a UCNoNb3oBaHnem nHgopmaumm,

- CpeacTBa pearvpoBaHusi Ha  HapylWweHus  pexuma  UH(OPMAaLVMOHHOW
6e3onacHoCTW.

Ha TexHuyeckne cpeAcTsa 3aluTbl BO3NaraeTcsa peleHne cnegyoumx OCHOBHbIX
KEVIECR

- naeHTudUKaums 1 ayteHtuukauma nonb3osBarenei npu NOMOWMU UMEeH nan
cneumanbHbIx annapartHbix cpeacTts (Advantor, Touch Memory, Smart Card v 1.n.);

- pernameHTaumMa 1 ynpasneHue A0CTYynom nosib3oBaTtesieil B NOMeweHns, K
hU3MYEeCKUM 1 NOrMYECKUM yCTpoucTBam,

- 3aumTta OT NPOHUKHOBEHWUA KOMMLIOTEPHLIX BUPYCOB W PaspylumTe/IbHOro
BO3AENCTBMA BPEAOHOCHbIX NpOorpamm,

- perucTpaumsa Bcex AeincTeuii NoNb3oBaTesa B 3aliMLULEHHOM XypHane, Hanmune
HECKONbKUX YPOBHEN perncrpauum,

- 3awmTa flaHHbIX CUCTeMbl 3awmTbl Ha annosBoMm cepsepe OT AoCTyna
nonb3oBaTeneil, B Ybi A0/HKHOCTHbIE 06A3aHHOCTU HE BXOAUT paboTta ¢ uHthopmayum,
HaxXoANAUENCs Ha HeM.

5.9.3. Cpe/acTsa naeHtumkaumm n ayteHtuukauum nonb3osaresnen

B uenax npeaoTspauieHns paboTbl ¢ pecypcamu MH(HOPMALMOHHbIX CUCTEM
MAZOY NOCTOPOHHUX NUL, Heo6xoAnMO obecneunTb BO3MOXHOCTbL pacno3HaBaHUs
KaXX/40ro neranbHoro nonb3osarens (Wav rpynn nonb3osarenei). Ans naeHtuhukayumn
MOTyT NPUMEHATHLCA Pas3NIMYHOr0 poga YCTPOWCTBA: MArHUTHLIE KAPTOUKW, K/IHOUW,
KNOYEeBbIE BCTABKW, ANCKETbI U T.MN.

AyTeHTuukaums (NogTBEPXKAEHNE NOA/IMHHOCTA) NONb30BATENEN TaKKe MOXET
OCyLECTBNATLCA:

- NyTeM NPOBEPKU HaMuua y nonb3osatenieii Kakux-1mbo  cneunasnbHbIX
YCTPOWCTB (MArHUTHbIX KAPTOYEK, KNOYEN, KNIYEeBbIX BCTABOK U T.4,.);

- NyTEM NPOBEPKM 3HAHUA UMW NAPONEN;

- NYTEM NPOBEPKN YHUKANbHbIX (DU3NYECKUX XapakTepucTuk n napameTpos cammx
nonb3oBaTe e NPy NOMOLLM cneyuasibHbIX 6UOMETPUUECKUX YCTPOUCTB.

5.9.4.Cpeacrsa pasrpaHnyeHms gocryna

30Hbl OTBETCTBEHHOCTM W 3a4a4N KOHKPETHbIX TEXHUYEeCKUX CpPeAcTB 3auinTbl
yCTaHAB/NMBAIOTCA UCXOAN U3 NX BO3MOXHOCTENA U 3KCNNyaTaMOHHbIX XapaKkTepucTuk,
ONUCaHHbIX B JOKYMEHTaUUN Ha AaHHble cpeacTsa.

TexHuyeckue cpeacTsa pasrpaHuyeHns A4ocTyna A0/MKHbI N0 BO3MOXHOCTH ObiTb
COCTaBHOW 4aCTblO €MHOIN CUCTEMbI KOHTPONS AOCTyna:



- Ha KOHTPOIPYEMYIO TEPPUTOPWIO;

- B OTZl€NIbHbIE NOMELLEHNS;

- K KOMMNOHEHTam WH(MOPMaLUMOHHOW cpeabl AAMUHUCTPAUUU U 3N1eMeHTam
CUCTEMbI 3aLUUTbI NEPCOHANbHbIX AAHHbIX (hn3nyeckuii gocTyn);

- K WH(pOopMaUMOHHbIM pecypcam (AOKYMEHTaMm, HOCUTENAM WHopMaumu,
(haiinam, Habopam faHHbIX, apxuBam, cnpaskam u T.4.);

- K aKTMBHbIM pecypcam (NpuknagHsIM nporpaMmmam, 3agadam u T.n.);

- K ONnepaLoHHO cucteme, CUCTEMHBIM Nporpammam u NPorpammam 3auuTbl.

5.9.5.Cpeactea obecneyeHns n KOHTPONS LeNOCTHOCTH

Cpeactea obecneyeHusi ULENOCTHOCTM BKIKOYAKT B CBOW COCTaB cpeacTsa
pPe3epBHOIO  KOMMPOBAHWA, MNPOrpamMmmbl  AHTUBMPYCHOW  3auiuTbl, NPOrpammbl
BOCCTaHOB/IEHUA LLE/IOCTHOCTN ONepaunoHHoO cpebl n 6a3 faHHbIX.

CpeacrtBa  KOHTPOMIA  LENOCTHOCTU  MH(POPMALMOHHBLIX PECYypCOB  CUCTEMBI
npeaHasHavyeHbl ANsa CBOEBPEMEHHOro obHapyxeHus moauukaunm nan UCKaxeHus
pecypcoB cuctembl. OHU NO3BONAIOT 06ecneynTb NPaBuIbHOCTL (PYHKLUMOHUPOBAHUA
CUCTEMbI 3aLUTbl N LUENOCTHOCTL XpaHUMOn n obpabarbiBaemoin nHhopmauuw.

KOHTPO/Ib LEeN0CTHOCTN NH(OPMALUK 1 CPEACTB 3alinThbl, C LeNblo obecneyeHns
HEM3MEHHOCTN  MH(POPMAUMOHHON  cpeabl,  onpeaensemoi  npeaycMoTpPEeHHOM
TexHonornen o06paboTkn, W 3awmTbl OT HECAHKUMOHWPOBAHHOW Moaudukaunm
NepCcoHaNbHbIX AAHHbIX A0/MKEH 06ecneynBaTbCs:

- cpeacTBamMun pasrpaHuyeHus goctyna (B nNomMeuwleHus, K AOKyMEeHTam, K
HOCUTENSAM UHPOPMaLUK, K cepBepam, N0rMyeckum ycTpoiucTeam v T1.n.);

- CpeAcTBamMmn 3N1€KTPOHHOW NOANUCH;

- cpeacTBaMu noacyeTa KOHTPO/IbHbIX CyMM (419 MCNONb3YyeMOro NporpammHoro
obecneveHus).

5.9.6..Cpeacrsa onepatMBHOrO KOHTPONSA 1 perncTpaunm cobbitnii 6e3onacHoCTn

Cpeactea 06BEKTMBHOIO KOHTPONS AO/MKHbI o6ecneumBatb OGHapyXeHue u
perncTpaumio Bcex cobbiTnin (aencTenii nonb3osarenein, nonbitok HCA n 1.n.), KOTOPLIE
MOryT nossieyb 3a COo60i HapylweHune 6e30nNacHOCTM U NPUBECTU K BO3HUKHOBEHWIO
KPU3UCHBIX CUTyauuin. AHanun3 cobpaHHO cpeacTBamu perucTpauyum uHopmaunm
NO3BONSAET BbIABUTL (DAKThbl COBEPLUEHUA HAPYLWEHWUIA, NX XapakTep, noAcka3arb MeToq
ero paccnegoBaHuma U Cnocobbl NOUCKA HapyLWUTENA W UCNpPaBieHus CuTyauuw.
CpeacTsa KOHTPOIA U perncTpayumn A0/HKHbI NPeAOCTaBNATL BO3MOXHOCTH:

- BEAEHWA W  aHanm3a KypHanoB perucrpauum cobbituii  6e3onacHoCcTH
(CMCTeMHbIX XXypHanoB);

- NONyYyeHus TBEpAOW Konunm (neyatn) >XypHana perucrpaymm CcobbiTuid
6esonacHocTw,

- YNOPAA0YEHUS XYpPHANOB, a Takke YCTAHOB/NIEHUSi OrpaHUYyeHuin Ha CPOK NX
XpaHeHus;

- 0NepaTtMBHOIO ONOBELEHUs1 OTBETCTBEHHOrO 3a opraHu3aumio o06paboTkm
NEePCOHaNbHbIX AAHHbIX O HAPYLUEHUAX.

Mpwn pernctpauun cobbiTnii 6€30NacHOCTM B XypHane Ao/kHa (hMkcupoBaTbCs
cneayouian nHopmayms:

- Aata v Bpems cobbiTus;

- naeHtTnudukatop cybbekra, OCyWwecTBNSAIOWEro perncTtpupyemoe AeicTemne;
- Aeicteme (Tun aocTyna).

5.10.KoHTponb a(hheKTUBHOCTN CUCTEMbI 3ALLUTHI



KOHTPONb 3(hheKTUBHOCTM 3aLLMUTLI NEPCOHA/bHBIX AAHHbIX OCYLLECTBNSAETCS C
LI€/1bI0 CBOEBPEMEHHOIO BbISIB/IEHWUSA U NPEA0TBPALLEHNS YTEUKN NEPCOHANBbHbBIX AAHHbIX
3a CYeT HeCaHKUMOHMPOBAHHOIO AOCTYNa, a Takke npeaynpexaeHvus BO3MOXHbIX
cneyunanbHbiX BO3/AENCTBUIA, HANPABNEHHBLIX HA YHUYTOXEHWE NEepPCOHa/IbHbIX AAHHbIX,
paspylieHve  cpeacTs  uHgopmatuzaumn.  KOHTPONb — MOXET  NpOBOAUTLCA
NPUBNEKAEMbIMU AN1A 3TON LENN OpraHn3aumsmm, UMEOWUMA IMLEH3NI0 HA 3TOT BUA
AEATENIbHOCTW.

OueHka 3(h(heKTUBHOCTN MEp 3aluTbl NEPCOHANbHBLIX AAHHLIX NPOBOAUTCA C
UCMONb30BAHMEM TEXHUYECKUX W MPOrpaMMHbIX CPEACTB KOHTPONA Ha npeamer
COOTBETCTBUSI YCTAHOB/IEHHLIM TPEBOBAHMSM.



